To: 
Cape Elizabeth Town Council 

From:   Michael K. McGovern

Re: 
Disaster Recovery Plans Update 
Date:
November 24, 2008
One of the goals for the year and a recommendation of our auditors is the development of a disaster recovery plan. Over the last two months, I have been working with department heads to prepare disaster recovery plans for each municipal department. The plans are designed to quickly recover from any disaster affecting an individual building or a systems failure affecting most buildings.  The plans are less strong if the disaster affects the entire region as our identified secondary resources could also be in a disaster recovery mode. 

All of the individual disaster recovery plans shall have the following components:

1. A requirement for an off site listing of all contact information for key vendors especially in the key systems area including telephone, radios, software and data storage. Gary Lanoie of the school department was especially helpful in preparing a list for all departments. 

2. A requirement for weekly backups stored off site of all data. This includes important business information systems as well as routine information stored in Microsoft Office files. Many files already have daily backups and key business information is already offsite. This will further enhance the safeguards. 

3. A plan for a backup location in case a building is made non-functional. These locations include space in other local departments and temporary modular solutions. 

The intent of each plan is to permit any department to have its key responsibilities functioning within 48 hours of any disaster. For example, if the town hall is not available for use, all of its regular services would be available at another location or locations within 48 hours with all data needed to respond to citizen needs.  

In addition, I am asking all department heads to review important information that is currently only on paper including documents and plans. We will be looking at budgetary impacts of digitizing our key documents and historic records. 

The exact plans are being kept confidential as permitted by Maine statute.  This is to ensure that anyone with malicious intent does not attack both our primary areas of service and our backup systems. 

I will be having a second round of meetings individually with all department heads in late January to review the specific plans for each department. 

